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summary The aim of Credence is to address con-
tent pollution issues in P2P networks in a fully de-
centralized manner. The actual implementation is
running on the Gnutella network. Credence tries
to fight against malwares (virus, trojan, ...), decoys
and other bad content by enabling peers to calcu-
late object reputations and by providing a ranking
system. Peers having a good reputation are dis-
covered by learning the relationships between them
and by calculating the trust using a new flow-based
computation mechanism.

Top 3 contributions Here are some important
contributions described in this paper:

• Flow-based peer reputation: statistical correla-
tions can be computed directly from the local
vote database, but there is a limitation when
the peers have very few common interests. In
that case Credence uses transitive correlations:
a peer’s horizon is expanded along the paths
of the correlated peers using a flow-based al-
gorithm.

• Isolation of the reputation system: there al-
ready exists reputation systems that make
use of characteristics of past interactions (like
bandwidth) to compute trust. But on its side
Credence uses only votes casted by peers to
compute the trust, therefore isolating the rep-
utation system from other decisions.

• long term study : this paper presents real world
results. Credence was tested ”in the wild” dur-
ing a long time period. Their results don’t
come from a simualtion.

Most glaring problems Some issues need to be
mentionned:

• The authors explain that the strongest attack
is the whitewashing attack. They don’t con-
sider the case when several (the more the bet-
ter in the viewpoint of the attacker) attackers
cast only honests votes during a long period.
And at the time to launch their attack, all at-
tackers cast a dishonest vote (only one time in
their life).

• The authors don’t consider attacks directly on
the vote database. One can imagine that a spe-
cialized virus is spreaded and silently changes
some entries in the database of each infected
node. Even antivirus software suffers from this
kind of attacks, so why not Credence ?

• A Central third party certification authority
is needed to avoid Sybil attacks, which makes
Credence not fully decentralized.

Implications for distributed systems Cre-
dence shows that it is possible to build a complete
decentralized and effective reputation system in a
large-scale p2p network. Trust in today’s p2p sys-
tems is not an unsolvable problem.
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