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Summary This paper presents results, lessons,
experience and vision of Active Networks, imple-
menting and using the ANTS toolkit during two
years. The idea behind Active Network is to allow
packets going through the network to dynamically
modify the operationnal behavior of the network.
This behavior is achieved by providing special soft-
ware to the routers in order to process certain types
of packets which are known as capsules. The au-
thors claim that their work have made important
progress by providing a more flexible network layer
while at the same time addressing the performance
and security concerns raised by the presence of mo-
bile code in the network.

Top 3 contributions According to their mea-
surements they suggest that capsules can be a
competitive forwarding mechanism where software-
based routers are used. First, they addressed per-
formance issues by replacing a naive code carrying
scheme by one where code is carried by reference
instead of value. Second they have more or less suc-
ceeded in giving to each user the freedom to control
the handling of their packets within the network.
This is achieved by using a hash of the implemen-
tation code. Third, in the application point of view,
they think that capsules are most useful in doing
experiments, deploying new services and upgrading
rapidly services. Finally, they provide an interest-
ing feedback of a real ANTS implementation.

Most glaring problems One problem is that
the code size is limited to 16 KB and it cannot run
for too long. Another big issue is that the code
has to be certified by a third party in order to be
executed. There are also security issues. Active
networks make the network very fragile and unpre-

dictable. In sensitive networks or applications it is
desirable to have a predictable behavior. Routers
may crash when running code, or behave in an un-
expected way because of conflicting configurations
for example. As everyone knows, providing bug free
code is unrealistic. This can lead to serious secu-
rity issues. There is also problems with end-to-end
encryption, namely with IPSEC.

Possible improvements A possible improve-
ment might be to find a way to prevent misbehav-
ing users from monopolizing the resources as well
as improving the global security. Something that
also would be really great is to avoid the use of a
trusted third party.

Further work for a pure active network:

• the capsule model of programmability

• the accessibility of that model to all users

• the applications that can be constructed in
practice

Implications for distributed systems An im-
portant implication for distributed systems is that
active networks could be extremely useful for the
experimentation of designing new protocols, such
as aggressive and optimized protocols enabling
adaptive compression, for example.

One can imagine that in the future network
hosted transcoding solutions will be available, such
that they will optimize the source load as well as
the overall bandwidth while end users will get the
service at customized quality.
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