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Summary The authors introduce in this pa-
per the first p2p streaming application in the
BAR model which has predictable throughput
and low latency. Their work is based on a cryp-
tographic signature scheme, so that they are
able to generate deterministed pseudo-random
numbers, which has the advantage to defeat ra-
tional peers relying on unpredictability to be-
have badly.

Top 3 contributions Here are some impor-
tant contributions described in this paper:

• First p2p streaming application in BAR
model : they present a mechanism for dis-
seminating information that is scalable
and provides predictable troughput even
in the presence of selfish and malicious
nodes.

• BAR-tolerant gossip protocol : the authors
introduce a new peer selection technique
that uses verifiable pseudo-randomness.
They tried to remove non-determism in
order to give less opportunities to attack-
ers to hide themselves behind this prop-
erty while keeping the unpredictability
and rapid convergence of gossip.

• Bandwidth requirements reduction: they
demonstrate that their protocol is able to
reduce the bandwidth requirements up to
95% in an environemet where 80% of the
nodes are rational and 20% Byzantine.

Most glaring problems Some issues need
to be mentionned:

• Asymmetric cryptography overhead:
CPU consumption may be not negligible.

• Worst performance than traditionnal gos-
sip under collusion scenario: this hap-
pens because updates are quicker spreaded
than in traditionnal gossip protocols.

• DoS attack still possible: while it’s a gen-
eral misbehaving scenario in all networked
environments, the authors didn’t really
tackle the denial of service attack.

Possible improvements In order to even
improve the performance and reduce the CPU
consumption it would be nice to think about a
way to replace asymmetric crypthography with
symmetric cryptogrphy.

Implications for distributed systems
This paper is very interesting as the authors
showed that it’s possible to design a robust pro-
tocol that is able to deal with the BAR model
(Byzantine, Altruist and Rational nodes) and
to offer good networking performance (trough-
put, latency, . . . ).
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